MINISTRY OF POLICE
REPUBLIC OF SOUTH AFRICA

Private Bag X463 PRETORIA 0001, Telephone (012) 393 2800, Fax (012) 393 2819/20, Private Bag X9080 CAPE TOWN 8000, Tel (021) 467 7021, Fax (021) 467 7033

Chairperson of the Board

Forensic Data Analysts (Pty) Ltd

Stonehill Office Park, Horizon House

Cnr of Solomon Mahlangu & Disselboom Avenue
Wapadrand, Pretoria

0050

Dear Mr Mufamadi,

CRITICAL CONSIDERATION ON THE CONSEQUENCES OF INTERRUPTED
SUPPLY TO SAPS/FLUCTUATING SERVICE STANDARDS- FORENSIC DATA
ANALYSTS (PTY)LTD

Receipt of your letter dated 2 March 2018 is hereby acknowledged.

The National Commissioner of the South African Police Service has been requested
to advice on the matter.

We will revert to you very soon.

P

MINISTER OF POLICE
BH CELE, MP
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Minister of the Police 2 March 2018

Honourable Minister Bheki Cele

Per email

Dear Minister Cele,

CRITICAL CONSIDERATIONS ON THE CONSEQUENCES OF INTERRUPTED SUPPLY TO
SAPS / FLUCTUATING SERVICE STANDARDS - FORENSIC DATA ANALYSTS (PTY) LTD

Purpose of this letter

1. The purpose of this letter is to place on record that:

115

1.2.

1.3:

1.4.

1.5;

Mission-critical (essential) services to SAPS/are provided by Forensic Data
Analysts (Pty) Ltd ("FDA").
These services are currently under threat with potentially disastrous

‘consequences

Appeal to reason so that the contractual obligations be honoured by SAPS and
SITA, and that ‘mediated discussions are entered into, to address all concerns
SAPS might have regarding, inter alia, the allocation of risk in terms of the
current contractual framework.

Illustrate and record that FDA’s intention is to cooperate with’

SAPS in good faith.’

Proactively establish and comply with relevant public finance

management duties in good faith.

Stonehiil Office Park, Horizon House
Cnr of Sclomon Mahlangu & Disselbcom Ave
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FDA products and services supplied to SAPS

2. FDA has been a supplier to SAPS since 2006, mainly consisting of:
2.1. PCEM: Property Control Exhibit Management
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2.1.1. SAPS currently holds custody of approximately 8 million exhibits' (case

files and exhibits) under SAPS Forensic Science Laboratory ("FSL*)

secure administration. The PCEM system is responsible for the following

functions:

2.1.1.1. Records the movement of objed):’s,’ items and case files registered'"\

between individuals and locatiens using fingerprint verification for

transaction authorisations.

2.1.1.2. In order to preserve and report on the chain of custody from

receipt until disposal of exhibits.

2.1.1.3.  Interfaces with SAPS operational systems to validate data input

from PERSAL, CAS, and FSL ADMIN.

2.1.1.4.  Printing on tamper evident labels that are placed on objects being

monitored.
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2.1.1.5. Interface with FSL robotic systems that store and retrieve exhibits.
2.1.1.6. Interface with Labware.

2:1.2:

2.1.3.

2.1.4.

SAPS have approximately 28 436 users (police officials) reliant on PCEM
to hand in, receive or manage PCEM exhibits.

FDA is the original developer and owner of IP, and offer full-time support,
maintenance, continuous development and training services, with
guaranteed uptimes.

Please refer to: Seuth African Police Service Act section 15D, which places
a clear duty on the National Police Commissioner to maintain and manage
the risks related to exhibits

FPS: Firearm Permit System

2.2.1.

FPS plays a vital part in enabling SAPS to comply with the duties imposed
by the Firearm Control Act (Chapters 4, 5, and 6) to effectively maintain
registers of firearms and ammunition under its lawful custody, for
approximately 196 136 SAPS employees to be able to lawfully use 296
985 firearms (and to concurrently administrate daily duty rosters) within

the following scope:

2.2.1.1.
2.2.1.2.
2.2.1.3.
2.2.1.4.
2.2.1.5.
2.2.1.6.
2.2.1.7.
2.2.1.8.
2:2.1.9;

Administer 196 438 competency certificates.

Mark firearms for identification purposes.

Manage firearms and ammunition at unit level,

Manage duties and special duties.

Book members on and off duty.

IBIS sampling: Integrated Ballistic System.

Interface with PAS (SAPS asset management system).

Report firearm losses.

Movements and updates: currently 67 222 permanent and 35 793
temporary permits issued through FPS.

2.2.2. FDA is the original developer and owner of IP, and offer full-time support,

maintenance, continuous development and fraining services, with

guaranteed uptimes.



2.3.

Rofin, Spheron and Nikon maintenance and support

2:3:1
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2.33.

2.3.4.,

2.3.5.

2.3.6.

2.3.7.

2.3.8.

FDA offers a comprehensive, all-risk turnkey solution to ensure continuity
in critically important service levels, directly impacting on crime scene
investigators and forensic laboratory technicians ability to obtain and
process evidence for investigation and prosecution purposes.

FDA is the exclusive OEM accredited licensee for maintenance ard
support services of Rofin” (Australia) and Spheron (Germany) for the
Southern African region; and holds exclusive license rights to Nikon
maintenance and support services to SAPS (Nikon services are directly
ancillary to the Rofin and Spheron services).

FDA have locally developed business systems, trained expert staff and’
trained thousands of SAPS employees under TAS accreditation;, invested
in infrastructure to ensure SAPS have continual access to the use of fully
functional equipment; including loan and hot swap equipment to minimize
downtimes, software support, continuous research and development, and
court appearance procedural assistance.

The effect of these uniquely available and innovative services, directly
increase the effectiveness of crime scene investigators, whilst increasing
the asset lifecycle period with up to 100%+.

3 573 assets (£17 235 components) are currently under the maintenance
and support contract, with an average of around

3 900 components serviced monthly (preventative and remedial)
countrywide, all of which is regulated through monthly contractual
compliance certificates issued by SITA to FDA and SAPS (FDA's average
compliance score is £98%).

FDA maintains and supports Rofin, Spheron and Nikon equipment owned
by SAPS, that are out of warranty and not on the abovementioned
maintenance and support contract.

More than 2 200 crime scene experts and forensic laboratory technicians
use this equipment countrywide as integral part of SAPS forensic services.
FDA have developed customized software modules for SAPS, that are
used in the Local Criminal Record Center (LCRC), including: Court Chart



Generator; Scene Centre Software; Nikon Capture Interface; V++

enhancements; VeriData iDem image identification.

3. FDA is TAS accredited to provide training to SAPS, and have trained and certified

thousands of SAPS employees to date on the above and other aspects of criminal

investigations.

Consequences of interrupted supply or fluctuating service standards

4. Interruption in the continuity of supply and requisite service levels of the
above will certainly have an immediately disastrous effect:

4.1.

4.2.

4.3.

PCEM:
4.1.1.  'No evidence can be booked into FSL or leave, or be processed (identified
or moved) by FSL.
4.1.2. A manual system will have to be used for FSL secure administration; that
will break the chain of custody.
4.1.3.  No exhibits that are with FSL could be delivered to the courts.

FPS:
4.2.1.  SAPS employees will not be able to use this system on a daily basis to
biometrically access logins and the issuing of firearm permits.
4.2.2.  SAPS will also be exposed to the grave risk that firearms and ammunition
in its possession will not be accounted for during the shutdown period.

Rofin, Spheron and Nikon:

4.3.1.  This equipment is not maintenance free, in addition to which compliance
with the SAPS SOP’s require minimum service levels and calibration to be’
strictly adhered to. »

4.3.2.  Fluctuations in maintenance and support services will systematically

radically compromise SAPS ability to ensure evidence are reliably obtained



from crime scenes and kept in SAPS custody for presentation to court in
prosecutions.

4.4.  TAS training:
4.4.1.  SAPS have annual performance targets and budgets that will be forfeited

and flagged in audits, without necessarily having an automatic right to
transfer funds to the next fiscal period.

5. FDA does not threaten to interrupt services merely to enforce contractually
due payment; but to remain reliably able to offer supply, the company must
remain liquid and solvent.

6. SAPS is confronted with weighing up its 'basis of refusing contractual
performance through non-payments, against the public’s Constitutional right '
to enjoy the benefits of the regulated public functions described above.

Status quo

7. Legal advice was received that there is fio basis for SAPS not to perform its contractual
duties; there are no pending disputes or reviews officially initiated by SAPS regarding its
contracts with FDA. FDA has initiated various disputes regarding non-payment by SAPS,
which remain ignored and thus unresolved.

8. It seems as if the motivation to decide to suspend contractual performance to FDA,
despite legal advice to the contrary, stemmed from pressure exerted by SCOPA to that’
effect, i itti i _
with government administration or instruct SAPS or SITA to act contrary to
legal advice.

ve hori rbitrarily interfere

9. The CEO of SITA has undertaken that the SITA board will abide by the 14 November
2017 Constitutional Court judgement in the case of Gijima v SITA and has alluded to a
senior counsel memo wherein SITA was advised to make contractually due payments to

FDA, yet the SITA board had presumably resolved to withhold payment, whilst

6



10.

11,

12,

acknowledging the nature of the risks of breaching its contracts and exposing
SAPS to ghastly implications.

SITA SOC Limited is in arrears with payments to FDA since December, has issued a
notice to request agreed termination of the Rofin, Spheron and Nikon maintenance and
support contract (which FDA categorically rejected), and refused to execute the contract
for FPS license and support despite the bid awarded to FDA and SITA board approval. -

The enclosed submission to SCOPA should clarify that the integrity of the evidence
presented to SCOPA had not yet been tested, and there is sufficient cause to conclude
that once the veracity of evidence and representations have been duly tested, that
SCOPA will endorse fulfillment of contractual obligations by SITA and SAPS, including
currently outstanding payments.

At the conclusion of a reporting meeting on Wednesday 28 February 2018, the
chairperson of SCOPA placed on record that both SAPS and SITA should report
comprehensively to the committee within 14 days on the legal opinions obtained
regarding contractual duties towards FDA; which will influence SCOPA’s formal position
on the matter. This retraction from the original adverse sentiments against FDA was
caused by clarification statements presented by witnesses contradicting the initial
allegations against FDA.

Advice received

13.

14.

Section 35 [Implementation Protocols] of Chapter 3 [Conduct of Intergovernmental
Relations], and Chapter 4 [Settlement of Intergovernmental Disputes] of the
Intergovernmental Relations Framework Act are applicable to the de facto tripartite
contractual relationship between SAPS, SITA and FDA, as established through back to
back SLA's concluded from time to time, as read with the SITA Act.

FDA's advice is that an organ of state must trigger the mechanisms provided for in the

Intergovernmental Relations Framework Act to ensure appropriate regulation of the
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implementation protocols between organs of state and for the resolution of

intergovernmental disputes.

Critical considerations

15;

16.

Regardless of the cause of replacement of FDA solutions, thorough due diligences and
administrative processes will have to be concluded to ensure appropriate transitional
arrangements are provided for.

If the state is willing or desirous to negotiate the transfer of IP, critical skills and risks to
SAPS, a public entity, or even a third party supplier, such negotiations must be
transparent and compliant.

Constructive engagements

17.

FDA is willing to engage constructively with interested stakeholders on the range of
aspects of the above matters, provided that it seems inevitable to approach the High
Court or possibly the Constitutional Court directly for urgent declaratory and injunctive
relief on the legal duties of SAPS and SITA to make contractual payments whilst
ensuring service continuity. ‘Counsel'is already instructed to commence with preparation
and drafting of litigation documents, which will be avoided if feasible. The first civil
process documents can be expected to be served on Tuesday, 6 March 2018,

Immediate concerns

18.

In the meanwhile, FDA have continued to provide uninterrupted services to SAPS at the
requisite service levels, despite having to operate under severely strained conditions as a
consequence of non-payments,_based on the fact that the contracts are

enforceable and the bona fide belief that performance by SAPS and SITA is

imminent.




19.  Feasible interim payment arrangements must be found to ensure service continuity by
FDA to SAPS, if lawful disputes are to be initiated or pending.

Media involvement

20.  This matter has done its rounds in the media, to which aspects have already been
referred to the Ombudsman for determinations, wherefore it is our considered view that
it is in the public interest to ensure and demonstrate that these matters of critical
national importance be dealt with transparently, subject to due regard to the risks
related to public knowledge of SAPS forensic capacity.

21.  Suffice to state, FDA have been found guilty in the media following a series of leaks
emanating from IPID, in an investigation where there are reasonable suspicions of
concerning conflicts of interest.

Reference materials

22. The following documents should be of interest for your attention as part of the
background to the above:
22.1.  FDA correspondence to SCOPA (enclosed).
22.2.  SAPS and FDA correspondence.
22.3. SITA and FDA correspondence.
22.4.  Provisional bundle under North Gauteng High Court case no 86233/17:
22.4.1.  Notice of Motion and Founding Affidavits.
22.4.2.  Opposing Affidavits.
22.4.3.  Replying Affidavits.



Requests for relief

23. It is hereby requested that you would take the steps ‘necessary to ensure the legal
duties and contractual performance to FDA are duly performed, i.e. to ensure
outstanding payments are made and contracts executed following the award of bids, as
opposed to this matter being subjected to irregular interference to the detriment of the
SAPS Constitutional mandate:

24, Your urgent response hereto before 9 March 2018 would be appreciated, in view of
SCOPA's return date shortly thereafter.

Yours truly,

Forensic Data Analysts (Pty) Ltd
Per: Vhonani Mufamadi (Chairperson of the board)
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